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■f^lfe cIMb] <y-Jrs}- ^§ ^jiel^ oi-g-s}^ ^j-^j. ^a>o. ^sj- 
5£<>H ( 56W1MS1 ?1# <gs^o> ^11*1^^; ^"71 ^l^l^^^l 3*11 

ell^l^Bl ^ ^ll25ll^^Bl; #7l ^11511^1^^1 * *ll 2 31*1^1^ 28«1S^1 7l 

Q^<L3, °lBl ^g*b *lJ=^i?>-§- 4}M^Rr ^141HE ^ ^1241 HStI ^"71 ^liefl^l 

^ ^ ^21$*]^^ 28«1S<51 71 ^-j- ^^^> 48W1M51 J±S7l# ^S^sf^ *fl2*l 

SHd^; #7l ^ ^112511^ si <a^«l-ol.A-l Die) ^ al^nVf ^^o. 

5. 4] *ll3 ^ ^1441 ^ 4 v 7l *fl3 ^ *fl44| 

*l€:*Hr ^71^1- ^711^1 A2*\Q#^% S.^z>}g\ ol s^^^ 

£ 8 
[AJjoiol] 

^l*}*^^, ^2^1^Efl^ ( ^fli^SM^-, ^241^^-, ^llsfl^l^Ei , ^ll2ell^liBl. 
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X§ <£^ie)#^- ^J-Jt^- 7] ^?H#5]{Key Scheduller 

of encryption device using data encryption standard algorithm} 



DES <£Jiel#-i: ^^s]-7l ^tr 

(Subkey)# lH9*r^- 7] i?fl#(Key Schedule)* ^Sr^l W 

51, 

£3 o. .gtiV^oi D ES o>7ia}^^ S-Box ^l«r^-^ #^51, 

514^ ^--$-5. #7fl a>o]2] f-^!- A>-g-^ DES o>7l«)^, 
5L5a^- £5b^ -f-f^. €?fl ^IHr^H A >-§-5l^ *fll ^ ^I22:^e)s]^^ 

DES o}7l*|^<q ^lt}- l-^si, 

£.6£- &7l\ *}o]v] #^<£) ^]^. ^.g. uj-Ej-ifl^r 

518^ 7}^- *>M-^ A>-g-*V 7] i7ll#ei o}-7lH]^3 l+ 

5110^ ^3 71 0>7l«|^3 ^tflfe Efoln 0 l £> 
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Hll^r A] Aj-o]^ ol-g-^V DES 3°H1 ^)\3.S, ^olnefojo. 

^-8-^: DES o>7l^j^^ l-^IE, 

5.12^ ^- ^--t-H #71] A r °l*l ^# °l-g-3r DES 3.°]^) I3i sj-^l^^ 

o]^- ^ DES o^Hi^o] M-E}Lfl^ Ir^S, 

£13^ ^-71 ^7fl a]-o]^ ^» oj-g.^- DES S<H°H nfl^S. 4°1 



800 : ^1*1^^ 



810 : 131*1^ 



820 : 231*1^1 



830 : 2(114} =M- 



840 : ^24} 11^ 



850 : *H2*13Rji^^- 



<19> ^^8- cfl o] Ei <y-^ if <£jL5}#^g; o]^-*]- oJ-jLSj. ^ ^^-S, ^> 

*1 7]» l^sHr 71 >i?fl#eH ^ ^o]cf. 
<20> <&&s\- SfCDES : Data Encryption Standard, DES 
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^ n ^n^* tH«fl 7>Ji flr*. iL<L> -§~8-°lM- 313 35- ?fl°l 

<2i> DESb -a^o] oj^ 7Mb 64W1M ^ <y-Jio]^ , 64 

-g-jos. SEth 64«1^^ ^(Plain Text) 1:^4 56«lM2l 7l(Key)» 

S. f$\*] 64«lS5l ^^(Ciper Text) 1:3* #^rb <&SL& ^-^ojcf. 
<22> £l^r DES <g5LZ)&& ^^^>7l ^tb lr^£°l^. 

<23> Hl-g- %rS*>^ , #2fl7l^ ^Jis}- ^ <£jie|^£- 64*1^^ 3g§- 

(Plain Text) 1:3* 2:71 *1$KIP : Initial Permutation)^ ^«fl *1«:* ^ 
71^1^(110)51-, cf^l ^"71 *1 :&-?-( 110)^1 6401 ^ o. - 7fl o| 32WI e o. s 
M-¥<H ^^^(Li)5q- -2.^^(Ri)oll T^tr ^, A>ol si (Cipher) ^ fS. 
16e}-^^^ ^ (Product Transformation) 4 ^^(L; )2}- ^ig^R;)^. 2} 

^€-*Rr 1651-^:^.^1 l-^- (Block Transformation)* *r*8*}^ 
71^-^^(120)^, 165^^1 ^ 23-^ 3jL ol^y] *]-§;( IP"1)* 7]x\*\ <&5_ 

Sr€ ^^(Cipher Text)* #^*Rr ^^71^1^(130)3. &t}. 
<24> ^-71 71^01^(120)011^21 ^ -$-€-^^^r(Ri)o)l 32^1^0] ^.g. 

71 ^?ll#(Key Schedule)^ ,$>£<g 212:71 (Subkey) ^1 #;£3J- 

<£-£* *r<9*Hr ^r°r-(f)(121)2}-, ^-71 *}o)v\ ^ f<3] ^3l-# ^^^ (Li ) 

°\] 7.-1^ 32tilM^ *3:4 ^-7)1 yflEH ^el^>^ oi^sAlti.-^o>«-( 122)5. 
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<25> #7l ^i^-SAl j±-.2_c>pjL( 122)3] 32^1 c-flolEi^- q~g- sH^H.^ 

^€-^^(R i+ iHl ^M^. ^"71 -2.€r^^^(Ri)°ll 32«1^^1 HHeI^- cf^- 5} 

£j=sl ^^^(L i+1 )ofl ^(Swapping)^ ^i^AS >S^ol ^£tf. ^itr 

<26> 2:71^^(110)^- 7^ 64«1^^ ^^(Plain Text) 1-3* tS M-^f^ €^<r 

(L 0 )4 £.^^(RoH S^*}^ 16^1^ z}- sf^JE.^ 4^- ^«Hl4 ^«H2S 

<27> 1] 

Lj = Rj-1 i=l,2 16 

<28> [^tj-^i 2] 

Ri = Li-i 0 f(Ri-i, Kj) i=l,2, 16 

<29> £2^ iL2:7l (Subkey)» ^S^Hr 7l ^?l]#(Key Schedule)^ ^^^-7] 

<30> ^-71 5.21- 71 ^?)l#^r 56«lM^ 7](Key)» ^e^M *fl 1*1 ^Md ^ 

(PCI : Permutation Choice 1X200 W 2i\*ft*\ 56v}^2) Ir^* 28«lM£] ^ 

JLiL M-^r^^ ^ c 0 ^ D 0 °fl 3s ^ *)123 J* 1=^(220, 230 Hi Sl«fl ^ 

C^ Di°fl (i=l, 2, 16) *H V € ^ ^^AS tb*r3 SE^r ^11 

*M ^ ^ Ci+i^ Dj+i^l ^g-Alofl, ^-71 ^ Di°fl (i=i, 2, 

16) ¥7flsl 28W1M31 ^2^1«r^d^^-(PC2 : Permutation 

Choice 2)(240)°fl sl«fl ^1^:€ 48«lM2l iL2:7l (Subkey) Kj» 16H}-£:=£1 
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<3i> 16^= Ci^ Dj^ 28*1-3 T D J:f 3=S7 r C 0 ^ Ci 6 D 0 ^ D 16 -8r 

<32> £3^r DES 3-°}2] o>7l^|^^- S-Box ^il^r -Ir^^l^. 

<33> Aj- 7 i £3 o. ^sj-'g , DES 32^1 ^iae ^-g} R(i-l)-i- ^sKn. 

32«1^^ t-flolE]l- <a^°> 48«1 S^l c)|o1e)s. ^ *l^Vb ^ 

^i«^-(3io)^-, ^-7} ^-#*i^si 48^^^ ^oie-i» ^n^jL n ^n^aey 

Schedule)^^ iL^KKj)-!- ^^^> *r*9*Hr 
oi^3Alti.-^.o>w.(320)sq-, ^7} oi >^5. *1 tL-^_opf (320)S-^Ei 9\ 48*1^ ^}o]t] 
» 32*] cflolelS. tj)*] ^1^>^- S-Box *1 £^(330)3-, <#7] S-Box (330)^1 
32«lm^ ofl o] b] 1- ^-A> ^ Qf>}^ p-Box *l«r^(340)2h #7l P-Box *1$M^ 32*}^2) 

<34> i?fl#(Key Schedule)^: ^l^l^Hd^CPCl : Permutation Choice l)(360)o_S. 

^] 56wlS^ 71 (Key)!- 28^1^^ ^ M-^oH AA & 

*>el Sb ^M-eH 4iHE5}H 4l^m^-(370, 380)$r, #7l 28^1 ^ l-^-fr ^^a] 
^ 48Wlmsl ^Sfe ^l2^1^^-^-(PC2 : Permutation Choice 2)(390)#. z i L 

<35> o.S, ^"71 S-Box *l^Hr 48*1^21 ^o>^ 32«1 #^-§- 

^ 8 7fl5l S-BoxS. ojcf. ^ 48*1^ c-flolB^ 8 7fl<3} 6«lM dM^S. 
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3<H 8 7flSl S-Box°ll ^€4. °1 8 7flSl S-Box*^: 8 7fl2l 4til^ ^-g. iflj£igo.3.*| 
48 32«lMS. #^14. S-Box ^1^(330)^ ElH* ^--^ (Look-up) « 0 V ^ cfl 

S3.n*g7>^ ^e) ^eflol(PLA)M- -p-(ROM)-n)- ^ 7l<*l#*l* ^cf. 
6t"lEo} <g^o)| tfl*H 4«1^1- #^s}7l nfl^-ofl zj- S-Box^ 64 X4 ^ 7]^ -$-^o] ^ 
^313 87fl^ S-BoxS. ^S]<H 8 X64 7]^^l7> 

<36> ^-o] fit 163? #^-sRr ^^-SS DES <£^i2l#* 

^^>7) $J*(H, ^4 0>7)ifl^ £34 ^ 7fl^ 4£:=* 71^- «H 

*>S.*i]<H» ^^5>^^-M- ( 3|e 2 vfl^l 167fl^ e1-^» 7)£r Q^S, ^ -f-^-S. # 
7fl 6>?1*^|^7> 5^. o] tij-^i-^ zj- ^o.^.^ (Slack, Time 

Margin)# Jl#^^.S S^lJl ^ ^ ^ ^-(Boundary Optimization) ^ 7l^# -§-Sfl ^ 
t°l^ 5L^7> °1 ^7fl o>7m^^ *V #3 # ¥ 

7^ ^^>7i xtfl^i, <a-ssfi- 8 <*hi ^ &^4, ^3 

*J-*H 3711 *>*l*Rr S-BOX ^1^7]- ^7fl ^^>tq-. 

<37> £.4^ -f-f #7fl a>o]5] ^Hr* A>-g-tb DES 3.°]°] o>7iei^o]cf. 

<38> ^"71 J£4# ^-fS. ^7fl Aj-ojs] ^» A>-g-^ DESiS^S} o>7]nfl^i- 3] 

<^lB]sq- 71 (Key)* •y^o} *l^Hr Sl7] ^1^(400)4, ^) 2^1 ^l^UOOHH 

c-flojEl^ 15)1*1^(450)* ^S^fl^ cflolE^ ^ ^14* ^i»*Hr aflrg 

Hl# «J *\ (410)4, ^"71 ^7l^l«^-ofl^ 714 ^12^^1^(460)* 4^"J1 

€ 71 ^ #^Rr ^l2^E]#ajAi(420)4, ^"71 ^11 ^ ^2'SEl#B3j^ S .«-Bl # 
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^(430) 2k ^-71 12: tfe 2] S ( 430 ) ^ °d ^ «J-<4 *H^*|| 5]-^ = ^ oj-s 

3- ^r^Kr ^122:^^515.^(440)^- #7l ^2S^el Sl5.^-(440)S^-Ei 

€ 3H^« *1#*>fe ^ll5ll^^Bl(450)i4, ^(|22:^-fe3l SI 3.^(440)^-^ 

^^-^ ^12^^1^(460)^, #7"1 ^liellxl^(450)^B] tflolEil- 
«Vo> ^l^H ^-£-8: ^^Rr ^ ^1^(470)1- ^-wmtk 

<39> £5a2f £5b^ ^--fS #7fl A>o]sl Aj-g-s}^ ^1 ^ ^1 2 2: ^-fe si ^ SLI- 

DES o^l^sl ^Mlt!- -!-3:£°lth 

<40> ^-7] £5a^l- £5b# £43] *U ^ *ll22:^&]3lS^r DES <£jl3<§^ -*f- 

7fl Tonsil cHS JE5a°ll £^51<>1 91^ ^r°l ^f-fS. SUA a> 

oisH f-^sq- ?l ^?)l^e^ ^ feBjajs. ^-i- M-Bj-^flcf. ^ #3 a}o)^ ^o> ^ i 

J±S?1 Kn, g K n # ^*>^, ^-fH. ^7fl A>ols| ^i=. o]s.o} 
7l# ^ 7fl^ A>ol3| ^ f n ^ ^7fl^ tifl^ feH]^- 0^^>«S. ^€ 

DES <^J15l#^l ^7fl ^ = » ^r^tb^-. ^ -f- 5 ?-^ ^7fl Afojsl tHrfe- ^7fl^l 71 
K,„ ^ K n ^ A,B3 #^ Ra ^ Rb» ^ 7fl^ #^ R D 

<41> £6-8: €711 AHs] M-El-tfl^ #S13Eo1t4. 

<42> >^7l £6^- %S^>^, ^-fS €7H A>o]3] 32tilSSl SJiE -H.gJ.fi- ^ 

JL 511^1 ^(Rb)S^-bI 32«1S^1 t-flojEil- <^^«>o> 48^1^^ c-flolElS ^ 

*V*r ^^1^(610)^, ^7l ^-^m^-(610)Sl 48U1S5] c-flo]E^l- ^^«>J1 ?1 
#(Key Schedule)^^ iL^KKJS <g^o> «M3 *r«8«Hr ^ 

^.sAlti.-^.o>«-( 6 20)^, #71 ^^SAly-^.o>«.(620)S-?-El^ 48*1 tflo]El# 32 
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*]E.S>\ cflolE)s. tfl*l S-Box ^1^(630)^, <#7] S-Box ^1^(630)^ 32«lM 

si HMe-H- ^-a> ^1^]-^ P-Box ^1^(640)^-, #7] P-Box (640)^1 32*)^.$] 

C-flolE^ 5fl^iEl(R A )<Hl ^=S-S|<H &Ur 32*13=^ ^HEi* <^ ^ aflBf^ feB^SH 

3fl^liBl(Rc)S. ^^SA]a.-^.o>«.(650)# o]z\i$- ^.g. efl 

<43> 31*1^1 A, B°fl 32ti]M^ R 2i _ 3( R 2i _ 2 o] A]^S\o] oljj 7l ^^7]. <g 

^ ¥7fl^ 71 K 2i _i^ K 2i « 7>^^, ^ ^^3^f ^€}-^4°fl 32 

r-flolE^ R 2i _ 1 ^ R 2i o^ & ^ A>ol^ ^o> o^AV^-rf. 

<44> 3] 

R2i-l = R2i-3. ® f(R2i-2. K 2i -i) i=l,2 ,8 

<45> 4] 

R 2i = R 2i _ 2 0 f(R 2i -i, K 2i ) i=l,2,...,8 
<46> £7^ ^2fl7l#^l ^ 7fl^ £^5. 71 i?fl#a1 01-71^^1- ^^71 ^ *V 

<47> 41- 71 JE7^r #Hfl7l#£l 71 56*1 m£| 7l(Key)« 

^1^>^ ^l^l^Hd^-r-CPCl : Permutation Choice l)(700)2h ^1*1*41^(700) 
ofl *1^ 56W|MS1 28*1^*1 ^ t^AS *f|i#3 (OKlH ^ 

«fl>H *i#*Rr ^U^l^l^^l (C m )(710) ^ ^2efl^l^(D m )(720)5l-, ^7) 31131*1^1 ^ 
^l25flxl>iEl5l 28^^^ 71 (Key) ^ ^^0.5. ^>5l , A-fl^El 5E^ vWbH 

41 SIsfe ^114)^:^(730) ^ »1 241 ^^(740)^, 
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%7] *)U3lxliEi ^ A2A*}±.^2\ 28*1^ 7l(Key) 1-^-8: 48*1^ 
iL2:7l ^*Kr ^12^1^^^-(PC2 : Permutation Choice 2X750)5. 8^ = S 

*^Rr *U^°1 ^ll-B-y^- ^ g±r ^12-H-yo] ^ i^Cf. 

<48> 8^^. ^"71 ^ll-B-^^r K 2 i-1^-, A2^^r K 2i # ^#*M1 ^ *fll-R-^ 

^8- ¥3^1 41 — ^r7> 1, 4, 8, 12, 15, 19, 23, 27^1 8 #3 ^<?> 

1^1 — , 2ti] E ( 3*1 E ; 4ti]E^ 4=1S^^7lJl, 42-8-^ ¥3^1 ^ 

7> 2, 6, 10, 14, 17, 21, 25, 28^1 8 #3 *r°l# 2^1 H, 3*1 4*1 

E-jfl o_^. ^SM^l^lcf. 

<49> #712}- ^ ^ o. 7 |_ X]J1 ^ ^g}t£ - 7 flo) 127 lt ^"^A}71^ 7j i^B^ 

JE2°lH ^ £o] ^ 7fl^| 28*1 M ^l^l^Bl^ ^ 4}=^* A>-g-^>^ z}- 5}-^ 

SH HUHS^ 2.^- vil 7fl^ ^1^1^<4 4} ^7} ^AS}^ 511^1^71- *>*l*Kr 



^ ^ 3-8-1 
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<^<8*Rr <£3Li% 56a]ES] 7l# ^ ^«>o> 

*l«-*Rr ^1*1^^; #7] ^}i5\Q^2*-d\] o^sflA^ 56*1 MS] 28«1M 

^liefl^l^Bl ^ *1l2ell*]^E^ 28«lS^ 7] ^ n|e) ^ 

71 *3^r ^^^> 48ti]M^ ^.2:7]!- ^12^1^^^-; -#7l afll % A\2?$\A^ 



<52> a]*}, *L ^x$o] 4^f>\±= 7} ir £-o)oflAi 3§.#*\ 7 >^1 *>7> 7l#3 

<54> ^-71 £8-1: ^S*}^ , 71 i7ll^&|^ 56«1 71 (Key)* 

*>tt ^lll^l^^^-(800)^, #7l ^11*1 (800 HI S]*]H 56«lM5l 1-^^- 

28*1JM #^(CLK)<^1 ^n^\ *\ #*Hr *fliell*]^E] (C,„) (810) ^ 

^l25fl^^(D m )(820)sl- > ^-71 ^lell^l^ ^ 2)1231*1^ <9 28«lM°} 7l(Key) 
AA ¥7->el , *fl*}E| 5£fe WeM 7fli4l=S^-(830) ^ *1124^ 

e «-(840)^, ^7) 4 lefl*] ^ ^ 2 31*1^21 28«l^Sl 7l(Key) *^^r ^^^> 48 
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til^S] SL^KKn)* ^^Hr ^12^1^^^-(PC2 : Permutation Choice 2)(850)^, # 
7] afll ^ ^(12^1^1^(810, 820)^1 S3^^°M 3l^r°-3. ^1-Bl ^>el^ 

^HmSfe ^13 ^ ^44] =1^(860, 870)^-, #7l A]3 % *ll44=) = l-=f (860, 870)^1 # 
3# 48W1M21 S.S71* ^2*l^^-¥-(PC2)(880)-t- ^w]^. 

<55> #7] 7} 8^^S. ^SRr <£<^- *Hl-f{-^ 

*l~8-*fH ii^l K 2i -i# ^1 ^ ^^l^l^BKQn, D m ) 

^- >*7l ^1^1^^^(800)1: 7l# «a^^7lv+, ^"71 *fl 1 ^ ^2^^^ 

(810, 820)5} #^-g- *fll ^ 24=1 =1-^(830, 840 HI ^«fl 4lSS *1?1 thg- #3 

^H#°fl^i ^ eRr^H ^ 41^7} 4=1 ISsfe 3, 4, 4, 

3, 4, 4, 4, 2(lWth 

<56> £8^1 S.3L<$*\ ^ ^^l, e^^H ^2,7} K 2i -i* £71^ ^aj^ 

4=1=]= a]M ^ TS^ i^7l K 2i « ^7l^tlr ¥3^1 4=1=1 wll^r TSn^r, TS n -TS m =D m ol 
el- « nfl ^ ^317} $itf. e^^(P()HH ^ D m =lolJL, <^#*11 el- 

^(P 7 )^lAi 2:71 71 # Afl=Lol ^-^-o])^ ^ D m =0°lfl, 7l« A]~g-*><^ 

yloj-jrs}. cflolE-l* ^-f^fe ^ D m =l<=>li=l-. ^^(P x 

*fl*l P 6 WHfe- ^ D m =2olcf. ixJ-H+>H, £8^ ^o) 3=3(860, 870)^ <4*H*8 

SL3. *fl2*l ^^^-(PC2) (880)1- ^7\5_ A>-g-SM , E^i^H K 2i -i&3}- 

<57> 5.9^. 71^- Aj-g-tb 71 iTfl^el^ se 4f ^aHI-1- S.X\& Ir^iEoli^ 
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<58> #7l £9» 3h£*r^, 71 56«lM£l 7l* <£3 1 |Hr *)U*l^^-¥- 

(PCDOOO)^-, ^"71 1*1 ^^^-(900)21 Sl«fl^ *1^ 56^1^^ m.^^. 28^1^51 
Ir^^-S M-^r^^ #3(CLKH] 3*IH *i#*Kr *fll3l*l^El (C^OlO) ^ *fl23l*l^ 
(D n ) (920)31-, #7l ^131*1^1 ^ ^1231*1^0} 28«lM°l ^l(Key) l-^* ^ 
5- ^>e1, ^l*}^ ^hesI-h ^ll^^E ^-(930) ^ ^]2^SS-^(940)^-, 

*)U3H^ ^ ^2efl^l^:Bl^ 28tilS^ m.^^. <y ^ ^-o> 48«1 S^l i£?l(K n )t 
^^Rr ^]2*1«:^1^^-(PC2 : Permutation Choice 2X950)^, #7l ^fll ^ *H231*l^Ei 
(910, 920)^] <y ^ «3-o}^ ^ ^}^]^ ^Slsfe *!13 ^ 

»144=)HE «.(960, 970)3)-, ^"71 *fl3 ^ *1] 44=1 ^^(960, 970)^1 48 
^ MS] iLS^l (KJ^- ^*Rr ^12*1 $^^-^-(PC2) (980)^: 

<59> ^-71 £9^1^ SAl^ 71 >i?fl#5l^ £7^1 71^- ^12-B-^^r* A>-g-^r>cx^ j i£ 

^ e^JELofl^ ^. S 7l K 2i « £9^1 JE3L<HH ^°1 , i^*fl 

J&S71 K 2i -i* ^7l^^r 41 TS^ K 2i « «£7l 

4=1 £1 TSn^- TSm-T^DnOl el-ji ^ nfl 4^ ^ ^317} &t|-. aJ^^fl 

^^(Po)^ ^^(PyHH D n =-1 °1J1, M-^l^l 5l-£-IEL(Pi ifl^l P 6 HH^ Dn 

=-2<>l£k nH£M, £9<4 ^°1 .£.€^r 41HBK960, 970)3}- sM^^-S. ^^5]^ *ll2*l 
^^«. (PC 2)(980)# ^7}5L a>-8-*H, ji£*fl b^jel^ K 2i W K 2i -i3Mr <2^H 

<60> 5.10£r -g- ^-t^o) 7 ] ^Tfl^^l o\?]Tg\*\<>) -g^-g; i^H^ifl^ Bfolnj^olcf. 

<61> S. 10# ^SS}^, K n ^r 8^^ DES o>^lUJ^ofl^| 167fl3l 1L2i7}7} <*) 
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M-^^flcf. TSm ^ TSn^ Ji^l-I- ^Sfl PCI* 7l^ 

3:71 7l7> 3=E"H1 41^ ^ UjE ^» M^W. S,,, ^ Sn^ TSm ^ TSn 

*H 5*1 ^ # 3=M€ tilM ^# $1^H z}- ty&r=, (Pi)ofl^ 3=U=*Rr tijE ^ 

» M-^t}. ^<*IM ^*Rr 

<62> *fl 1 E^JE. (P 0 H>H TS„ 3? TSn^ 13f *fl^ $}7.)+B\2\ , ^ 

PCI* Tl^l 7l# 1H]E <4 2«1 ^ PC2S. iLS7l Ki 

*r Kg* ^ Si*!. 

<63> *|| 2 eJ-£ = (Pi)^l^ 71 K4I- ^S^^-71 ^SiH, 2, TV451- TSn=6* 41 
n*\ *11 1 efl^l^B^l- 3(=4-l)alMSl- 4(=6-2)«lM ^ -£ 

<64> ^13^*^ (P 2 H*1 £-2^1 K 5 sf Ke» *$s$*}7) fl*IM, ^ TS^^ TSn=10* 

*1 *H 2 2}*^o]]a-1 Qs± 3=3^ Sfl^ eH^l^E^* 4(=8-4)tilS^ 4(=10-6)«lm ^ ^ 

<65> ois»i- ^-oi zj- 5}*^ (PjHH ^fl^- efl*l^» Sm 3^ Vli=*l ^ 4=1^^H 
8 ty&B. (P 7 )«1M TS A =27^1- TSb=28(=0)«1S^ ^7)^7} 4lHS£tK cf^-ofl t}a1 
*|| l #o> 7 >7l ^ TSm=l4 TSn=27> S|7l , S,„=2 * Sn=27> <H 

<=>> ^4. 

<66> 0^3^ ?}6\] tfl§>^ oj-^ sflo)^ ^olEi7> ^ ol 

nfl 4o] S sl-ol* A}-g-*H oj-^s).^ a^o. ^ ^ DES A>-g-Sl^ 

40I n^.o] ^-g-sl^ sfl^oii itj.^- p>o]a.^ sM^eKlCMicro Pipeline)^ nflis s}- 
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ojs^o] (Macro Pipeline)^ ^ #^3. <r 
<67> DES 2°H cflolE^ ^5.^ DES S<H^.^-£ DES 3°] ^^-^ ^} 

^ ^3<M €^^4. ^M^£L°fl A>.g-s]^ DES^l ^-f ^S7l ^ ^-S7l^ ^ 
4*5= ^ ^ liE u>ol=LS. HS-^H^ #5. JUB^M ^sfl*!*}. ^tiV^^.S 

DES^l ^#^5)^ #5.^ ^e]cr. DES3°1 ^^-^ Al^oflA} nfl o] ^ tfl^ 

tij-olE(8W] e) DES 3.0]^ 64^1 <^ ^ t^He-H- 64^1 §S 

<*) #^^>7l nfl-g-ofl, 8 7fl2l ^ «}o)It|- S.o>Ai DES SO] oil ^^Hfr <3 3 31 
^l^Bl(lBR)^ 64^1 eo| DES w>o]e t^S. ^i^>7] ^ #^ 

(0BR)« ^}-g-*r^ 8 #3 A>ol^ cflolBl 5L^tg# ^«8^o> &t±. 0)^0] ±Q 

s)-^ ^I 0 l E ^lt ^7] 7) 31 *H £11 ^ £12^ ^ ^^MK^HM), DES 
<£^HK*fl 2^:31 ), #3 ^(^13^)) £.3. 3#31 sMseKM: 3^ ^3.3. 

^ DES <£^V ^ ajtfl &°-3. ^s)^, °1 ^ A 1# 6 1 "fl ^l^^ Sl^-I- 

<68> 5=ll£: Al^-^- A>o]^ ^-i- ol-g-^j- DES 3.0] o\] 3#7fl ^ELg. 

^ oj-^ai^ojji, £12^ 5. ^fl A>ol5J| °]-g-^- DES S°H 3#7fl ^3.3. 

<69> S.11^- -g- A]^ A>o]^ o}-%-& DES S<H°fl D fl^S SH^^ 

^■%-^: DES 6>7l^}^^ ^-^^oi^. 
<70> Aj-7] DES ^>7in|^^ 64*1 =3 <$^ cflo]El# 87fl s. ^*r3-°-3. 8 

h]e^ <8^o} ^1#^(CLK1)^1 n}-eM «^ 5fl^l^E^(lBR(L))( 1110) ^ .5- 
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^ <gsj efl*l^E|(IBR(R))( 1120H A 7 A 32*1^31 ^^tflolE^ *1#*> 

^ ^ll^^l^, ^7} ^l^li^ ^-71 _2_€-^ <a^ e^)^EiS-?-Ei 

zj-zj-fi] 32W1SS] cflolE] ^llA>o]3q ^fif ^l2A>o|s] ^ofl Jilltfls 8 

ehgr^ <£a>o_ ^*Rr *ll2#7ll2h #7) 2^7jl S-^-E^ 32ti]J=2] c-fl o] e-J » ^ 

^ #3 ^]^]^eK0BR(L))(1140)3}- #^ ^ efl*l^Ei(0BR(R))( 1150)^8: * 

z}-z}- 8tilm^ ^-tifls>c^ #^Kr ^13^:^3. o]^<^^1c|.. 

<71> Aj-7] £HoflA^ A>o]3] ^^-gr 31*1^ A0$]- B0^ 32*}^. ^^aZf 

71 i?fl#el£l 48W1M K A ^- Kb-S. *lll#iKCLKl) ^M<>] ^^0^ 

^ A>o]sl ^ f A # <?1^>^ #^S>7fl #7j *fll#3(CLKl) ^71^ ^tipf-^H^ 

A}0)V\ ^ f B # ^^1^ #^^1 fVq-. ^ A}-g-^- A}ojs) Aj-7l *lll#3 

(CLK1) ^7l^ #i£JfolH AO^ K A -I- ^^«flA^ ^ *l$Hf , tifl^ fee^, S-Box *m 
if, ne]Ji P-Box ^m^-S. Aj-O]^ ^aj-s>o^ f A s. #?^>JL, v}&7}*\ 

3- ^7] *U#3(CLK1) ^71^1 ^tiVJfoiiAi BO^- K B # ^ <£^> 

<72> uq-e^-^J , A}ol^ ^o> -1 Ji2^) ^ K 2i -i4 K 2i # ^*V^r 

7} #7l £11S] Al A>ol3j ^# ol-g-^H 8 

<73> £12^r ^711 A>ol^ o|-g-^- DES 5S<>N ^3.3. sH^e}. 

^-g-tb DES o>7ia]^^ q-E}ifc ^.^ £ olrl-, 

<74> Aj-7) s.i2# ^-S^, DES o>7lUj*^ 64*m^ 3He1# 87flS. £-^-0} £ 
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8*1 S*} ^^^o> *Hl#^(CLKl)ofl rtj-eJ-A-] c$e^ ^ 31*1 ^B-i 

(IBR(L))(1210)^ < $^ eti*l^Ei(IBR(R))(1220)°fl A A 32«lS^ ^t-lH 

^# ^li^i^-, ^-7i ^ ^ <sn 

^ ^s] eflx] ^EK0BR(L))( 1260)21- #^ 5)1*1^ (0BR(R))(1270)* 

Sj-a} ^4 8WlS^ t^V^r ^13^:^5. oj^c^^lcf. 

^ 4°lt ¥ 7flS] <^^sl SLS71 ^ K 2 i-i^ K 2i (i=l,2, 8)» ^f>} 

^ 71 iTll^Bl 0>7l^^#^: ^7] ^.-fxc # 7 fl A>o] ^ ^§ A>-g-^- D ES °} 

7)^ ^<2j- ^-71 A>o]s] A}-g-^ DES 0>7l^j^«=fl ^-g- 7}^f>}^. ^2fl7l#^ 

71 iTfl^el o>7iej^^ 28W1MS1 4=)SM € ^-1- ^ ^Rr 4 7fl5l efl^l^E^ Af-g- 
^^21" *1 $)A^]7} ^1^ T^l}. i^^fl 5^£LoflA-l ^.S7l K 2i -i £ 

^ K 2i l- ^7l *r%[& ^SI wlE^ itilM £ ^ 2«lmsl ^ol 7 > ^cf. zialS-S. 

71 i^ei o> ? m^^ 7l£- ^^(£7^1 ^l-fi-^lM- ^12-B-y )^ ol-g-^H £8^ 

£951 71 i?ll#Bl o>7l^^# ^§ ^ ojcf. ol of 7} 13] K 2i -i J££r K 2i 
» ^^Kr^l A>-g-£l^ 31*1 iE-H 7-1^ ^o.S^-E-1 $\2.B\ 3^r 3=3 

Q ^2^^^«.(p C2 )^. ^ 7 >3. Af-g^o} cf= K2iS+ Kgi-i-g- AA ^ ^ 

9X^. 7l^-<?iA>u. A>-g-^ £8^1 0>7l^]^^ ¥3^1 Hl^^ 0(=28)°1 3^ 

*M ^71 itfl^-o]} S7l7l» 7^-f igJSlsL ^fMo) ^-i}. ZL51H.S. 7^ 

^12-8-^^ A>^-tV £9^1 o}7lU}*H til^flAl A>-g-£l^ ^ ^Slsl^S. 4=1 
51 371 7> Tl^Cf. ^711 A>olsl ^7-^ K 2i -l# A>-g-^><^ A}o)&\ f-^ o^^V 
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^ K 2i -i# ^71 nfl-g-ofl 7l£- ^1^-^^-i- ^>-§-tb £8 

<76> 5L13£- -g- <#7) ^-f H. ^fl A>ol^ o]-g-<£ DES SO] oil ^3.5. 

= eKl"i: ^.g-tb DES ^m^^ ^ ^-i- M-^vfl^ ^olnj^olcf. 
<77> Aj-71 5113-1- ^-2:*>^, DES o>^^}^7> tijoj-JisI- C-flo]^ (y 0; Zo ), 

(a 0 , bo), (c 0 , do)» ^Htfls «a^^> zj, bi, d if (i=l,2, . . . ,16)» Tfl^HH (zi 6 , 
zi 5 ). (bie, bi 5 ), (die, di 5 )-i: SHI 3. #3*Rr ^ ^ wI^Jls}- HH^l a 0 ^ b 0 ^^ 
bi, b 2 , bi 6 # n^}^ bie^ b 15 l- #3*Rr ^^SLS. v+Efifloj^. a 0 ^ 

b 0 » 2:71 IP# TH^l 64^1 eo^ til <y-jL2}- Ir^M 32W1MS1 M-^^^l 7 A 

Sr M-Hfvflcfji §>^. ^ ao=Lo=R-i°l3. b 0 =R o^ 1 *- DES 3-°}?} Zk^r bi, 

b 2 , bi 6 (bi=Ri)^Jl bi» ^1^71 *H 71 i7H^el7> 3^ 

Ki« A>olul f-^ofl oj^sfl^^. s}^, -g- *g-v$£>\ o}?)^x\c)}A] D ES7> ^S^f- Sj-^^r 

<78> n^, oj^ t 0 °l 8 4°lt ^ «>°1M 

31*1^ IBRofl ^r^^. *l*!r [t 0 -t 2 ] t'-SHH 31*1^=1 IBR(L)£r a 0 », efl^l 

^e) IBR(R)£r b 0 « 4^- cflolEl c 0 ^ d 0 « a}o)E 

^ 3l*l^el IBR^I ^^4. nJ-eW 8 ^^1 *1# [ti 6 -ti 8 ]°lH $)*)^&\ IBR-& 

c 0 ^- do^l 3M- 

<79> ^ ^ ^-a- 31*1^ 0BR£- Al^> tl «*IM ell^l^Bl B*1H z^ zi 5 
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• Zi6^ Z 15 2] 3(1*1^3 0BR°fl*1 [ti-tiyl^^lAi ^S^, Aj^V ti7°fl ^1 

efl^l^ as}- B^ St(bi 6 sq- bi 5 )# ^ 8 t^H-^ 

<so> DES ^tir^^r [t 0 -t 2 ] ^^HH IBR(R)-4 IBRCLH1 & a 0 

Q b 0 -& <^1^}JI *m [t 0 -t 2 ]^HH £-^1 Ki^f K 2 » ?1 i?ll#eiS.^-Bi <y^«>o. 

b 2 3 SJt-g: 31*1 itl B<H] ^^t]-. 
<8i> *m [t 2 -t 4 ] ^^HH 31*1^ BSJjMH bi^ b 2 ^4^* <t & 

[t 2 -t 4 ]^*HH ^p-fS ^7fl A}ol5] ^A>^c^ A]^> t4 oflAi b 3 Sq- b 4 &# 

<82> ol^- Qo) to^.^ bi^l- b 2 ^l^>7l AlSj-^ b 3 , b 4 bie» 31 

$}*]^B\d\] *\ 8 3^1 t M ^ b i5 ^ bi 6 * 5fl*]iEi A^q- 

B°11 T^f-o.^*] a 0 ^- b 0 « ^^-3. *V DES H-^. -g-^o]} ti 6 °11^i ^1 

c 0 ^- d 0 * ^^-2.5. DES <S^M: ^S^f. 

<84> ^-71 £14# ^3.S. Sj-ol^Hl-Ol^- A|~§-§ 7g-fo)} 8 ^^S. ^2^Kr 
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<85> 16 A^ DES ^I^tt "fl3S 4°lS5}-<=Q# ^>-g-^l 34- , ^3 

#3 4^°fi ^ 8 ^H-M DES ^^-^Hl 16#^ *H-I-°1 ^ 

^^ofl^ ^H^a]^ 3201J1, l/32o]cf. uY<$, o^^. f^^ofl 

nfl£is sj-ol^oi o. A ^g. s ^ f eflol^A]^ S2S. -8-71^ 3-f4 ^^^l^V, DES <S#^ 

^41- #3*Kr 4^4 4^ *]<&2.& <33 CllolE-1# -0^* ^aH] 

^ Sa«H^, 24 #3 A].ol^n>cf Afl^o. ul oj-^ oja] t-lHBi» ^ fl^. nJ-Bj-H 

, *1 3fl°l€*l^ 32o]ji ^e|^^al^ 1/24*1 tf. ^^^j, DES , # 

^4^ 3^:7jl nfla.^. 4°lS2l- 0 Jt ^-8-^, ^#^4^°^ AA 8 aW#*I 
<>M#( Idle)*>7fi £H eno]B|Al^. 40^.5. ^^4^1^, ^e^^lfe 1/16^-S. ^7}^ 
. ^ 16 ^>*l^m ^S.^ «l#J:s|- °m cfloiB]* <a^^o> DES ^ ^ 5U*+. 

= #7fl A>cl3l ol-g-tb DES 0}?)VH*\9). A j«-^ A>Oj3) ^» of-g^ DES o> 

4^4 DES ^4^ 2-^ 8#3 Aj-ol-^ofl ^sg^. o]7lQJ^o)l 
3 ^Tfl iaS. 34-0] sh].o]^- ^-g-^, sllo}EiA]^ 24*1 JL ^S)^^a|^ 1/8SA-1, 
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1] 

56 711- ^3^>^ ^i^^ew 

#7l ^l^l^^^l o}^H 56H1MS] 28^1 SS] ^ 0.3. M-¥ 

# ^*Rr *ll2*l^d^; 

#7] *fll ^ ^12511^1 iElfil #^-ir 31^.5. ^fs] ^>e)^i 4=1 

Sl5^ ^13 ^ ^144=1 11^-; ^ 

^•71 *fl3 ^ ^144=1=^51 «a^^r<>M #7l<4 ^711^1 *H2*l**i 

» S.^}<^ 71 ^lf^. 

2] 
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^ 7 fl^ iLS7]# ^ ^-^^ 4=1 tilM^fe 1*1 

3] 
4] 

1 %H1 

^"71 ^2*1^5di»^Hr ^2:711- A>-g-s)^ efl^l^Eioi) x-^sj ^o.^ 

t| tj-g- B^JEl^ iS7l«l ^^S>^ 7} ^Tll^Sl. 

5] 

56 7l# <y^«Hr ^li^l^^^; 

wl^^ 4SSM*>^ ^114=1^M^- ^ ^124=1 SS^; 
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#7l *fllB|]*l^Ei ^ ^22ft*]^4\ 28V)^2] ^n^r 48*1 2M £_2i7} 

^£S5}^ ^3 ^ *fl44=) SS^; ^ 

*n 5 ^i 5a°H, 

[3^8" 7] 
8] 

*)1 5 ^1 9X*\*\, 
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#7l *H2*l^id^*r iL5?|f <£^Hfrdl A>-g-i)^ sH^liE^l &.°5L^- 
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Traditional 16 Round DES 

(1) No Latency Hiding (Latency=32. Throughputs /32) 
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(2) 2-Stage Macro Pipeline (Latency=32, Throughtput=1/24) 
24Cycle 24Cycle , 24Cycle 



IN | 16-DES" 



OUT 



IN 



t 



1 



16-DES 



OUT 



IN 



16-DES 



OUT 



IN 



16-DES | 



(3) 3-Stage Macro Pipeline (Latency=40, Throughtput=1/16) 
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8Round DES (Loop Unrolled Cipher function & Time Multiplexed Cipher Function) 
(4) 3-Stage Macro Pipeline (Latency=24, Throughtput=1/8) 
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